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CERTIFICATION

Quality Management System
Certificate of Approval
This is to certify that the QMS of

SUN ASTERISK VIETNAM COMPANY LIMITED

gnam Han

Chau district, Da Nang city, Vietnam

ndmark Tower, plot 6, Cau Giay new urban

Tulemdst rict, Hanoi City, Vietnam;
Home Building, no. 16, Ly Thuong Kiet street, Thach Thang ward, Hai

Has been assessed and found to meet the requirements of

1SO 9001:2015

This certificate is valid for the following scope of operations:

Software outsourcing

Authorised by:

Stan Wright

\‘w*\ Chief Executive

Date of Certifcate Issue: 30" October 2021

SN Registrars (Holdings) Limited

Certificate Number: DAS 92328919/14/Q
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CERTIFICATION

Information Security Management System

Certificate of Approval

Thisis

SUN ASTERISK VI

Has been assessed a

to certify that the ISMS of

IETNAM COMPANY LIMITED

street, Thach Thang ward, Hai

nd found to meet the requirements of

ISO/IEC 27001:2013

This certificate is val
d Statement of

d for the following scope of operations
Applicability ~ V5, Dated: 08/09/2021

Software outsourcing

Authorised by:

Stan Wright

A _
\\NS(\\; = Chief Executive

Date of Certificate Issue: 30" October 2021
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SN Registrars (Holdings) Limited

Certificate Number: DAS 10672720/14/1
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htp//testphp vulnwed.com/ 0 2 1 1

W igh . Medium Low

1413

A|Vua=t1 IPANADON—T32
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>|uow1 m;gbmxwf b 17'J7§1>9 3
| |##22#| Cookiedt? 2 PRIETM

PMLER—rDY 7L PDFIEC

[###8#]) TPAINAON—S3>
REM: High

CVSSZAI7
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FFANAL20—FER. TOISLOFTAIPTILESHTII— Fes- LESIC. RmCe
BIRB I ILERHMDI > A NAOF-IERHAFE T, TRBELBVWFRERT-90ERITD
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2 Host: testphp. vuleweh.com

3 owT: L
4 Upgrade-Insecure-Requests: 1

5 Deer-Agent: Nozilla/S.0 (Windows NT 10.0) Wingd) x&¢)
Apple¥ebKit/537.36 (RKTNL, Like Gecko) Chrome/131,0.0.0 safari/537.36
Edg/131.0.0.0
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No E# BEERR Asm = Fimm
1 IDBEUTICIRE 23 18 5 0
0 | ARL= 13 9 4 o
1 OvmE 9 9 Q 0
4 (EZHUY 16 14 2 4
5  Fybo-o 3 6 a )

arnt 67 56 n 0
ua | 100% 83% | 1% | 0%
Chart

»

N oYss WMo W NetAmdcatk o Pamal

o Miim BN - B Vem |
Mertty 310 Accass Vanagement  Snrge Logping Nenivang Netwaring
Caegery
No E# Fmame LA
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4 RybD-F2I
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DUEFPOCAERTS

Sun*

[IAM] Tb—k) Y —OFP I CRAF—HEETD

LA

FRMER: High

L

o= R HIY MEF HEAE- DR EBIBZASTE. — FPNIS FEPHD FREICHL
TREGMBRI O TSRS, ENCHLTFILAE-BHRTSTEE. BEANSHROER
HETEITT. DO, BMERANTO~LENDIAML - ~BFRLT AL,

BN

M= hFPHTL MITATOY - EAB LV V- ATBHROF 7 AMENL THSTS. NIEK
WOWALERE, PATLARKIURICZSTNIDNNBNET,

REXTWCLDIEN
ANSTRHICH T SRWERD AL

AFv N

ANSSAF LB~ RFHTL MCARF - BRI T L RHBTESFET.

[ -
— o————
—— i

— - rvre———
— - Ve v

MEGE
ANS O V=L TORESE
1. 'root’ & LT AWS Management Console [C%-1 27 2L, 1AM O —ILEM* 2T,
2 51D <root_account> £OUW DL, FOYITSIL U RS My Secunty Credentials #%4R
LET.
3 My TP MEI T Continue to Seqity Credentals E2Uw JLET,
4 Access Keys (Access Key 1D & Secret Access Key) B2V W OLET.
5 AF—FAMDFT (FO7+« IR+ - HHS8S)
6 Deete BOUUOLET (ER  MBANTE - BB TEFEA)

[1AM] MFADS [Jb— ] 2—Y—THHBICRO TN

[OZJERE] CloudTraillFI A TOU—3 S THAICR O TR
LA
HT@ELE: High

L

AWS CloudTrail X AWS . RF¥TALRALV-OF 2232 & AP D-LEERLEY, BUEL
RA-Y—EPR0HANS. BUHLTOV-A® 7ELA, BURULIREUEEREBETS
FT. CoudTrail MULTI_REGION_CLOUD_TRAIL_ENABLED ABRICRE>TLVEWS, TATDAWS Y
=235 3y MEOIO7ANERBLET. A5E, HFHLLWI-232 ANS ZERT
&, Coudlirall QFHLLV —-ZI3 KU EFRORT. TOER, 7223 8RTLELT
€. MLW-Z320D A FPI7<EF A RSUODI I 7L ERIRS T LN TESLSCRDE
7.

L2

Coud TSI FATOU~Z3 > THMEANTL\RL NS, WEDOY -3 > TRELTIMFPAA
IRYRAENY, eFAVUTARRET SIS A —T 4 LYICENTRERINEL R T ST NS
HBEOET,

REXWCIIEN
FATOU—T3 > Thoudinile HMICI S L. AIDIA HFRMLET,
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BEAFEBRRALDURIZRR

BEMNICHI=URY

FEOEERATLIZBENT, RFSNT

WORERRIT. TRFILIFEESI1OH
A% TAFY—)LEMEL APIZ I TR
#LIECH EXA—L EEAB.BX
hELST-BAEREERTEZORE (1

HoTLV=,

7 )r—ay
Z0VkIR Vue.js
/\wH IR Rails

Sun*

sz - I
Nguyén [N

Hanoi University of Science and Tec:--

© AAFE TRE ®E X#E
© CPA: RE&%

22BKAIIEE =t / 207%

doctor:
v 3:
id:

null

115

(identity number:

" 1GBKAiD

Praganail-con

name:

“Nguyzn I

birthday: "1993-08-04"

gender:

(avatar,url:

“/storage/images/avatars/default-avatar. svg")

scholarship_enterprise_id:

L]

naitei_canceled: 0
~ timelineStatus:
v jnpt:
status: false
note: -
internship: false
japanese_learning: false
graduate: false
+ bachelor:
id 1
( nane: “Hanoi University of Science and Technology" )
symbol: HUST"

graduation_period:

created_at:

updated_at:

5
null
null

(identity_suffix:

"BKA" )

identity_regex:
master:
doctor:

v4:

"/~ (20\\d{2}) (\\d{4}) $/"
null
null
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EBEZBTFICERTETLEIVRIZER

BEMNICHI=URY

TSOYNSIERYTVERTTHIEET
ERVHY, APIZEEINCIET, RVUTRD
EITHAIREAIREEIC,
H—N—DEEES IL—TIBMT B
IRFEFESITET, BADIDEANT. E
HELLTENTETLESRE (TH-oTWL
T=o

7 )r—ay
Z0VkIR Vue.js
I\ IR Rails

Sun*

©2019 Rubato, Aligt

MO Raw \n  Actions v

1 POST /api/vl/aroup users HTTP/1.1
2 Host:
3 User-Agent: Mozilla/5.0 (X11; Ubuntu; Llnux x86_64; rv:84.0) Gecko/20100101 Firefox/84.0
4 A:cept application/json, text/plain, */*
S Accept-Language: en-US,en;q=0.5
5 Accept-Encoding: gzip, deflate
7 Content-Type: application/json
8 DAuthorlzatlonl Bearer 53524529785d5087329a63d30a748f f 21b8061446755chb06b3e0d41caf322f7¢ ]
9 Authorization: B&sT RACWFWaS Ty awInaGeT BTTRECZSCY VFOIOTE
10 Content-Length: 27

11 Origin: https: //_

12 Connection: close

15 referer: htps:/ N /501011
15 {

"group_id*:4,

"user_id":23

i
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BN TEE:

HSORYALFRHY TR ( Cross-site Scripting)

fbEydoke2

TP DLIERYV) T EETTHILEIET
EFEVA, HTMLY —Ra—REDHLIzEC
5. HEDXFEELF—T—FEANSC
&, Et@ Javascnpt’éiﬁ'{‘%‘tbij <inbut idﬁ"query" class="text ht-60 1h-60 textDefau
MEEEEEHRR, name="query" value="cash" placeholder="Search Help"

https://www.shoppingsite.com/help/suggest?pageNum=1&query=cash"
onfocus="confirm(origin)"autofocus="m3I5|

7rUr—ay
=i&:Java

HEE R

Sun*
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5% D Javascripta—RF & AN B LT,
Y—IN—DINRAT—FEZETCHEBTFEI7IL
#PDFIZIEH 58

7rUr—ay
JL—L"TJ—7% Laravel
HEEE :CVIERL . PDFIZTZ Y RR—

H—/\OBFIFRORBHIRIERR

E] INFORMATION

B2 nguyen.anh.tien@framgia.com
£ 10-22-1990

&J 09919001570

@ Keangnal

) vigovs >
PDFIZZHRH—

/root:/bin/bash daemon:x:
lev:/usr/sbin/nologin sync:
:/var/cache/man:/usr/sbin/nologi
ar/mail:/usr/sbin/nologin news:x

:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbi

data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologir
Manager:/var/list:/usr/sbin/nologin irc:x:. sircd:/var/runfircd:/usr/sbin/nologin gnats|
(admin):/var/lib/gnats:/usr/sbin/nologin nobody x:65534:65534:nobody:/nonexistent:/y
_apt:x:100:65534::/nonexistent:/bin/false

2A CAREER GOAL

vigovs

<script>x = new XMLHttpRequest; x.onload
= function () {
document.write(this.responseText +
document.location.pathname) };
x.open('GET", *file:/lletc/passwd’);
x.send();</script>

+  Automatic Zoom *

-/var/spooVIpd:lusr/sblnln.
ar/spool/news:/usr/sbin/n

Y —\—0 letclpasswd 77 ILDRNE
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TI—ho+—RAH B (U T-YIKB)DIVRIZHR

BEMNICHI=URY

H—/\BTL—rHIBRAGENZEFFIRAL.
BRIy —ILEEL, RO FEREYIR
BL tha—H—DThIVA~ADFRETH
TR TETLESIREE,

7rUr—ay
HégE - SMSMOFEEI—K

Sun*

Attack Save Columns

J Results ] Target T Positions T Payloads T Options ]

h

| Filter: Showing all items |G
| Request || Payload | Status | Error | Timeout | Length  ¥| Comment |
| 906 260905 200 g O [1002 2
0 200 a O | 280 \
1 260000 200 a O | 280 g T— D
2 260001 200 = @] 280 [ 5
4 260003 B | 200 o O | 280
5 260004 EE%Z‘] '\ 200 @] O | 280
7 260006 (oTP) 200 @] O | 280
9 260008 200 @] =] 280 ‘\ -
10 260009 200 ® @] 280
12 260011 200 a 0 | 280
14 260013 200 )] @ | 280
16 260015 200 ] O | 280
19 260018 200 ] O 280 1

Request | Response

L Raw | Headers | Hex

6
7

8
9
o

oy

;)

Il Raw  Render \n Actions v

Vary: Accept-Encoding
Access-Control-Allow-Origin: http:// . vn
Content-Length: 776

{
“code":200,
"data":"N9JEaSzwntqqkZPLdylLZj0SaiQ6TR2Dh5I/iGrGFL+6DYqkgleskDfyWwHFtZGZvBZxsryQiMF9a46BnVEL8e thkEfl\I
}
<X J S
{é} rch. 0 matches

1 E\
D
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YA\ —tXa)T4F—LDEE

BICHEMEZEL. EELREFRR LB A
U —ZHREL, EX )T a2 TqIZEEHT

LHEHETOTHET, G
ERIGHIE
o NTINYHUT4TOTS LA e
o A—TU—RYTrYIT [I
e CVE

Y—FNR—TaRE—

CHETOMRBIEERE L= EH

Sun*

ENECEXRAF
ERKFAHKER
ERKFA4—RvbF—ERTE
ERNEOBREATAT

BN TOSRDKE
HRMECMS TSy T+ — LA
HAMLERYET—IHBEKF

Stored XSS in https://www.binance.com/ (Non-Privileged to Anyone)
binance.comTStoredXSSICBIE T 2+ 21U 7 OREBUHEERR LU X U, Fhd' bugcrowd TP2 (#
%E2) OEXEELTEREINE U,

[Wordpress Plugin] Advanced Database Cleaner < 3.0.2 - Authenticated

SQL injection

Wordpress®AdvancedDatabase Cleaner <3.0.2ICHEBHENROMD & Ui, 7309 Vi1 —AN%E
TBYIC 74TV TTBICED, FEOEWI—F—HSQLI VIV Y3 VKBERTTE %,

CVE-2020-24948
F—LAhldT—RFLR 7551 > Autoptimize Wordpress Plugin 2.7.6/ciE5tEE &R Ufc. T DOEFHMIE
CVE-2020-24948& LTEID Y TENE U,

SymphonyCMS 3.0.0 - Persistent Cross-Site Scripting
F— I l&SymphonyCMS 3.0.0ICHEBEERR Ulc, KEEMAI ORY A NI Y FF 1> (Stored
XSS) DEEHT/HICED, VE—NDOKBERERDRAY YT NICIBHTMLEBATERT,
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HARVARD

UNIVERSITY

ma
5
. ology

From: Christian Hamer, Chief Information Security Officer
Subject:

Date: June 22, 2020

HuIT

along with instructions for reproducing the problem.

networks.

Thank you, Nguyen!
Sincerely,

Christian Hamer

Chief Information Security Officer
Harvard University Information Technology

i

systems and

N—IN—FREADRFEEDOHE

Sun*

YL\ —Xa)T4F—LDES

Ad

AdRotate Banner Manager

Your adverts, easily managed!

This update includes an important security fix for AdRotate. Update as soon s possible.

Security flaw

Last week Nguyen Anh Tien from a security firm emailed me that he had discovered a potential flaw in AdRotate.
Turns out that certain URLS passing variables can be exploited in one way or another.

B—RN—FA R = F—LDAN—[Z&>
TRERRINzEX )T DIRBEICET LIRS
HFZE N
https://ajdg.solutions/blog/adrotate-5-8-4-security-u
pdate/

Source

Cisco would like to thank Nguyen Anh Tien of Sun Asterisk Cyber Security Research Team for reporting this vulnerability.

URL

https://tool: -bex-xss-Lz6HbGCt

Revision History
Version Description Section Status Date

10 Initial public release. - Final 2021-FEB-17

Cisco Webex Meetings|Zifi55 4% &R

CVE-2021-1351

2021/02M 7127y T T—hrEN=RE
https://www.cisco.com/c/en/us/support/docs/csalcis
co-sa-webex-xss-Lz6HbGCt.html
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(
P
b\

504+ 27 6

CVEZ /B ExploitDBTARESh-ToA7O4k Metasploit Framework ¥ 1—JL

CVE (Common Vulnerabilities and Exposures)(&. {EHRt¥1T/IZHBFTIRBECALITUMIDVWT, TNENEHO LRI PESEMH 5L, URMEL
T:%'ﬁ'_cj—o

ExploitDB (Exploit Database) : XKL —2 3T RE— LI BHERARENFERTE. REI—FOFREZARLHOY AT,

Metasploitld. E55HEZE R DOFT CTERATADICH/IDBATANIL—LT—ITT,

Metasploit Frameworkl&, ¥ 1T DEMARMLF A TEIRLEMNETIANY—ILD1DTT,
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SR ABRASh =I5 1E 7 R =R

November 11th, 2021

Orckestra C1 CMS Composite Deserialization of Untrusted Data Remote Code Execution
Vulnerability

BELTWAD(E, YF—LMNERICHEREL. CVE A® ZDI ZEL THER
AFHATHLT, YE—FI—FEIT( RCE)IZDHMNBRLILHEHEE OH-BEShRBED—HITT . Chid. BB ORBERKICEE
HR-HE F5F . BHRBOIXTLORNPERZHETL ., FI-LHEBEEERDO(TH
THEMAZERLTVET,

CVSS SCORE 838,

CREDIT Le Ngoc Anh - Sun* Cyber Security Research Team

« CVE-2024-5008 (WUG-15922) CVSS: 8.8

o In WhatsUp Gold versions released before 2023.1.3, an authenticated * CVE-2024-4884 (WUG-16139) CVSS: 9.8

user with certain permissions can upload an arbitrary file and obtain RCE o In WhatsUp Gold versions released before 2023.1.3, an unauthenticated

Remote Code Execution vulnerability exists in Progress

using

Apm.Ul.Areas.APM.Controllers.Api.Applications.AppProfilelmportControll WhatsUpGold. The Apm.Ul.Areas.APM.Controllers.CommunityController

ar allnwe execition of commands with iisannnonl\\nmecansnle nrivilages
RELRICE BTy T A—R#EED T &, RCEIZDHEMBMEE M o " ot e
P -BRAIRLT IO RO T RER FATB IR AR CERTRAOT FRARBIEER AL, S EL TAR e
EHRR-H®E

miirgauve

Sun* e
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MEBEZHOELTI0—

Sun*

TANREDE SEAITEEOE

RHYBEHFROIRE. BERHZN, TACORELHRORE. B
/7 AN T — S DR SEAEEH . SIS FRRER

YY—R®D 27 AMETIZOoTHECEESTTOLET

RFXa AV MDHRFESRT LD
AEETHNIESRTLAICET ARF AV MR VR, ThELL
QAN T AT —REERINHT

R AV DERERBEZ >R T Ca— )L TR

bchid o
BBEY—LERALTERMERF TV ERT, AR —Yay TR
(BATANEE

FEICKDEX1)T1EMH
ERIZEDHBMHIBEBEZN/N\—FHZMIERI OWASPTRTAVT FIy
JYRN(EARR) KB EEEITS

EH DR
BEXAGIBUERRLSE I, BEICRET HLLLIC
BEAEERT

BEFOREY

FERENT-MHED—ELIRHEL. BBELARIFTTHZE DT,
RRA R RBEOLERETE. RBEOBREMKAXERT
¥MOBER 3~6FETT2EMEE

LR—FDOLE 1 —LHEBIEBE

EREDH L EDNTBEFRECIILA—ULEDOTSODBEE.

SUN*DEIRF—LANTIEEH i EI5E)
YY—R 15 ARIICRIET 5N ER

BTAL
MRSBEDHLEITO-ERERT R
BEGHEEMEE)) —RRITHIETEHT5—RbHY
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BERTDa—)L

BMUTHREZLTWSTADIIMIBEL T SROERLGE TR DPa— LMV THEETL, Y)—RR 7D a— )L ERLI- R AH]
TEMZEITOICENTRETY,

1 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

1 2 3 4 5 6
& XK|KXK||£|B|A|X|Xk|X|®|£|B|B|XK|K|KA|&Z(L£|B|A|K|K|AX|&|EL|B|B|XK|K|X

7 A NRE Q¥ 3ERIT 5 A E it

RF 21XV NOHBEIRT LD Mt
BE)IC L 252N Sun* . —
FWickBEF U7 BH Sun* '

HIBORRE Sun* .

REBORE Sun*
LR—hOLE 21—/ IEBHEE HEK

BT AN Sun*
BRMRERORE Sun* .

Sun* 40



Q&A



B} caciBmisgizcEmL0 2

A QALHESEMZHIE. B, Y—IL. T—000—0ELL=O. X1 )T EMDOHRRNBEICRYET,

QA BN L
Sl HHEORYIC, 7TURBNTLSH DFEEE WHBAVFO XL TAIRIDGEND DHERR
Y—I)L TANT—ZA EXa) T —FyVURL TAXFY—IL
= Frvy— - 4=
T—57a— | LFUF. BEOREL UICE-T, BIEEHRER T B RAPIZIILC, 7oL T

Sun*
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a Amazon Inspector&®:;&L N ?

A Amazon Inspectorl&, H—/A—HADBERF Y Y—ILDT=H . REATEDEHFHEDOEEINBEINET,

Amazon Inspector

Sun* D HEE 12 H

WEBE it
PIE L)

To3IhIA— LB
Y—N—ADY—ILTH—N—IZHBY I DT T /N—2avEFIy
JLTHESEMZEERVOHELET , H—/\—DEE (X CIS Operating
System Security Configuration Benchmarks-1.0 IZ;2>TOS%
FryILET,

BRI BEERRELETAN, URINDLEVNEDEHYET, (HI:
H—/\—[ZawkN AU RAb—)LEn ., fEEHELH DA, ERIZHITT
T)r—30hMEHNTLVELY)

WEB®E M

DI T7IIr—avCERLTEMTSIET. DI 7T —L3
UEAREEMHERRLEFT ESRRAADY - BIREOF#-7ot
AHEOFHEGEE ., Y= TIERRTELGVEBEEZRREELTY
MELBKLET,

I5vhor— LS
NEB (A 3—yb) o, RSN =Y —/\—DR—k-H—EXIC
RBEAHLINESINEBRIERIZBEHLET .

Sun*
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B} =otuz APIUSTAMETIRACASY— BTHHL T BB ?

A

RO = HERBALTWAERX, YT AMIZERICHEHTELLBRHE DS, ARLYBREOTOSz/k
THLEHTES- T,

AY)—2 (BH) DEE
o) REAVERFMOERICHT 51— 7o avhifThh,. E0HER. BEOCEERDIAV T YMNIRKR
BICEBSN ., HLRRSNEZBEE—DDEEENIVIENET

n Sun* DX 1YTAFAND R EICIEIELZLON ? ERELNES 2300 ?

A

Sun*

Sun*DifESFMHEZITIE. RADEWVSERIH N THEML NILAMY T ISZAD AM BN ZOEMAIZHT=>TLET,

FlIZIEX. BRTLERFRFEENDELOSCP, OSCE, OSWELEHAREIENDHED X1 ) T+ EREZIELT
WET . METAMEEMIIT IS/, 74— YMIR-TTAMERZRELTLEY,

—A.SUN* IFTV 2T TEH ATV AILNYA—H, FREZEDHBEIEEB EZRNGNN—T 2R DZEIEE
TOWASPTRTAV T FTyPIAMNZESZMZEITVET DT, KFLXa)T1aVHILRHDZMIEBREENHY
FEA
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OWASP Top 10

A1:2021

FOAHHOT K

A2:2021

S DER

A3:2021
ATz Hyay

A4:2021

BEHEOFE

A5:2021

X TAERE DR

Sun*

THOERAHHNEICEZEINTOEWNMEES ., A—F —[FEREH TSN TUOEVDEREO T —IAT X TETL
FWET, COBBIL. URLES A BBHTSHOUS IDOHERIAEIZEYREL, tha—F—DIEHREE. T—
ARE A ERFREEDERGEELSIEFRILET, 7V ERAHEIE Y —/\—BI CEAGIZREL. TTOUY
IRMIFLTHREIEZITOCENEETT,

BHEERORECHEGESEABYICEESNTOVENES. TAREOPHSADYRINEFYET .
[ZVBEOESEFR. BLESTILIUX LA FEVGREBGENRRELGYFET . RERELIVEEROR
SIEZENZEEL . REFOFREICR -T2 BB SARERATHIENKROLNET,

A0z a DEBEEIE, EESNTOVENDWAANIATUROIIT)O—BELTRBEINDIGEICRELET,
SQL. NoSQL. OSaYR, LDAP.  XSSHEMNEEN . KEH (XTI I)r—av 0ERLENVLEBEETIE:
Y, RERT—AWMEBEITICENTAREELYE T, ANBEDRIEPCIRS—TNIE NSA—2IOT)DERLE
E—GTO

RETBEBETEXR LT RICERBSNTOEWNGE . RENELCTHERGRBUNEZLARMELNHYET
BHETIVIDFRROEF LI TABZHORERNERERY KEICHLTHRBLEENEENET, t¥a27
FRETOIRAIZERY A, RETERBEM DY RV & - KT HENEETT,

FEIEEFLITARER. ZL—RBICRONIBEN—DTY . RETHNT IHILMRE . TREREHKE.
FEGHEEDEME. BRGIS—Avt—C  I5VRREDRYBEICEYREELES . TRATOVRT LYY
R—RUPEREIEAL. TEGHEEDEN L OEHMGRERBELETICENBETY,
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OWASP Top 10

A6:2021

e THL AV R—RUE

AT7:2021

B & BB RIE 0D KRR

A8:2021

VIrITTET—EDFEEED R

A9:2021

tXa)TsATEERD LK

A10:2021
Y—I\—YA(RF)OTRIH+—Dxl)
(SSRF)

Sun*

TIVr—2av THEASNSGSA TSN TL— LT =B DMEBENFET D156 REFICERSINDAIREMENHY
£ CNLDIAVR—FRUIT IV —Lav EREDERTEES 210, FEBEEASLNYET, AVR—FbD/3—
TavEBLRBUIEROERE. EHNETYIT—MEETT,

FEAB LV aV EEOTHICLY . WEEMEL—YF — DT AV MEREICHATDAREENHYET LV IR
T—FRYS— SERDIADKREA, v aV EEORBRENELRETY TG AXOBA LB Gy ay
EHORENROONET,

VIR IITOT—ADTELENMRIESN TOENGE . KEEB(CLYRSASNIZO—ROT A8 ETEINLTEEELHY
FTRETREVT VYT I/E—2av PEFESNTOVENEHF I OLRGENRELLGYET , a—FERCESMREE. 5
BTEIRHTOLROEINEETY

A7 OERGECERLT+2G5E . REOBRMBLUHGAEN . WENERTDAREENHYES 0T DREH. T+
DETI—IRE. BRERF O FELEENRRATYT  BULAOTINELER. /0O TUMHIETOLROEFNBETT .

SSRFIE, $—N\—D Y — AN I TR EEET SMABEE BRSNS ETRELFT . KEBEXRE YT =I5
IIRY—ERANT IR BEEROBGOVATLAOERETOITEELHYET  ANEDREOT 7RG, T
ERSMBBEEDFIRNEETY,
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ASVS
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ASVSDESR ASVSDUzOZ 3% ASVSOEFDFAE OWASP Testing Guide

Verify the use of unique or special low-privilege operating system accounts for all application

Architecture, Design and | Authentication components, services, and servers.

Threat Modeling Architecture ([C3](htips://owasp.org/wwwi-projeci-proactive-controls/#div-numbering)) OTG-AUTHN-002
Verify that communications befween application components, including APls, middleware and data

Architecture, Design and | Authentication layers, are authenticated. Components should have the least necessary privileges needed.

Threat Modeling Architecture ([C3](https://owasp.org/www-project-proactive-controls#div-numbering)) OTG-AUTHN-001
Verify that the application uses a single vetted authentication mechanism that is known to be secure,

Architecture, Design and | Authentication can be extended to include strong authentication, and has sufficient logging and monitoring to detect

Threat Modeling Architecture account abuse or breaches. OTG-AUTHN-006

Architecture, Design and

Access Control

Verify the application uses a single and well-vetted access conirol mechanism for accessing
protected data and resources. All requests must pass through this single mechanism to aveid copy
and paste or insecure alternative paths.

Threat Modeling Architecture ([CT7)(https://owasp.org/www-project-proactive-controls/#div-numbering)) OTG-INFO-010
Verify that attribute or feature-based access control is used whereby the code checks the user's
Architecture, Design and | Access Control autherization for a feature/data item rather than just their role. Permissions should still be allocated OTG-AUTHZ-003
Threat Modeling Architecture using roles. ([C7](https:/lowasp.org/vivav-project-proactive-controls/Zdiv-numbering))
Verify that serialization is not used when communicating with untrusted clients. If this is not possible,
Architecture, Design and | Input and Output ensure that adequate integrity controls (and possibly encryption if sensitive data is sent) are enforced | OTG-INPVAL-012
Threat Modeling Architecture to prevent deserialization attacks including object injection.
Architecture, Design and | Input and Output Verify that input validation is enforced on a trusted service layer. OTG-INPVAL-001
Threat Modeling Architecture ([C5](htips://owasp orghwww-projeci-proactive-controls/#div-numbering)) OTG-INPVAL-002
Architecture, Design and | Input and Output Verify that output encoding occurs close to or by the interpreter for which it is intended. OTG-INPVAL-001
Threat Modeling Architecture ([C4](https://owasp.org/www-project-proactive-controls/i#div-numbering)) OTG-INPVAL-002
Verify that application components verify the authenticity of each side in a communication link to OTG-CRYPST-001
Architecture, Design and | Communications prevent person-in-the-middle attacks. For example. application components should validate TLS OTG-CRYPST-002
Threat Modeling Architecture certificates and chains. OTG-CRYPST-003
Verify that user-uploaded files - if required to be displayed or downloaded from the application - are
served by either octet stream downloads, or from an unrelated domain. such as a cloud file storage
Architecture, Design and | Secure File Upload bucket. Implement a suitable Content Security Policy {(CSP) to reduce the risk from XSS vectors or OTG-BUSLOGIC-008
Threat Medeling Architecture other attacks from the uploaded file. OTG-BUSLOGIC-009
Verify that user set passwords are at least 12 characters in length (after multiple spaces are
Authentication Password Security combined). {[CB](https:/fowasp.org/www-project-proactive-controls/#div-numbering)) OTG-AUTHN-007
Verify that passwords of at least 64 characters are permitted, and that passwords of more than 128
Authentication Password Security characters are denied. ([C6](hitps://owasp.org/www-project-proactive-controlsf#div-numbering)) OTG-AUTHN-007

o .S ke

Verify that password truncation is not performed. However. consecutive mulliple spaces may be
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Make awesome things that secured.



